
Lecture 5:  
Data Hiding 

Forensics and Anti Forensics 



INTRODUCTION 

 

 Over the last years, al-Qaeda manuals have been found to contain 

techniques for covert communications using steganography programs and 

techniques.  

 On May 16th, 2011, an Austrian was questioned for hiding a digital storage 

device and memory cards that contains a video with over 100 files hidden in it 

using steganography techniques and protected with a password.  



 

ANTI-FORENSICS HIDING YOUR TRACKS 

 Anti-forensics include all techniques related to hiding the truth of using a 

steganography tool on the suspect machine.  

 

 
 It also includes all the protective measures that can be used in order to delete user 

traces on the target’s machine like  
 Internet activities, 
  IP addresses, 
  last-used programs 



 

Users Of Computer Anti-Forensics  

 

 

 we cannot say that this branch of computer security is dedicated 

only to criminals. 
 

 Legitimate users of computer anti-forensics tools are: 

1. Diplomats 

2. Journalists 

3. Human rights activists 

4. Military and defense personnel 



ANTI-FORENSICS HIDING YOUR TRACKS 

Do not leave the original carrier 

Do not leave the carrier file with the hidden message (Stego) 

Remove evidence of the data hiding program 

Use a strong password in the data hiding program 

Storing the data hiding program and carrier files on removable storage. 

choose a custom-made digital photograph ( not Google)  



Data Hiding Passwords 

 

 Use strong passwords when hiding a message within a carrier file. 

 

 

 Common recommendations include: 

 

–Use a password different from the operating system password, not stored 

passwords in the browser, or passwords used for network services. 

 

–Use a combination of upper/lower alphanumeric characters and special 

characters. 

  

–Use a programto secure your passwords  

E.g, PasswordSafe: https://pwsafe.org/ 

 



Data Hiding Passwords 

 

Using one or more special characters in your password will allow you to 

avoid many types of brute force password cracking programs. 

–Examples: 

–[CTRL]+[ALT]+[C] gives © 

–[CTRL]+[ALT]+[R] gives ® 

–[CTRL]+[ALT]+[T] gives ™ 



Hiding Your Tracks 

 

 In Windows, you can use the cleanmgr utility to wipe your system clean of any remaining 

evidence of data hiding software.  

From the command line, simply run: c:\cleanmgr2 

 This will prompt the user to pick a drive to cleanse.  



 

Hiding Your Tracks 

The command will clean the following: 

–Temporary Internet Files. 

–Temporary Setup Files. 

–Temporary Offline Files. 

–Downloaded Program Files. 

–Empty the Recycle Bin. 



Hiding Your Tracks 

 

Windows also keeps track of every program that you run and places the most 

frequently run programs in the Start Panel. 

 
 clear this list of programs 
 –Right click on the taskbar  
 –Uncheck : 
 Show recently added apps 
 Show most used apps 
 Show recently opened items 
 





Digital FORENSICS 

 

 Digital forensics is a branch of forensic science that uses scientific knowledge 

for collecting, analyzing, and presenting evidence for use in a court of law.  

 The term “digital forensics” has expanded to cover investigating all devices that 

are capable of storing digital data such as mobile phones, cameras, and magnetic 

media like CDs and DVDs for offline storage  



Data Hiding FORENSICS 

 

 There are a variety of ways to detect if a suspect system contains 

data hiding software.  

 These options may include: 

Data hiding software applications still exist on the suspect computer. 

Cached website pages indicate the suspect accessed web pages that provide 

data hiding software. 

Remaining artifacts indicated that data hiding software was once installed or used on the 

system. 

 



Looking for Data Hiding Software 

 

 Everything from viewing the installed programs to searching directories 

may reveal installed packages. 

 For example, in Ubuntu Linux you can obtain a list of installed packages 

by running: 

# sudodpkg--get-selections > listofpkgs 



Looking for Data Hiding Software 

 

 Some data hiding programs don’t require any installation whatsoever, and 

as a result can be run from a CD, floppy, thumb drive etc.  

 To view the Most Recently Used (MRU) programs in Windows, simply run 

regedit and view the following key: 

 
User Key: 
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Ru
nMRU 

 





Finding Remaining Artifacts 

 

 experienced users delete the data hiding program after use, or run it 

from removable media.  

 Both may leave trace evidence that can be extremely useful during 

an investigation. 



Finding Remaining Artifacts 

 

Various organizations such as the Department of Defense (DoD) 

and National Institute of Standards and Technology (NIST) 

have created file hashes for common *.dll’s and other files created 

during the installation of the data hiding software.  



Finding Remaining Artifacts 

 

 Software packages now exist that allow an investigator to scan a machine for 

these files and compare the hashes to determine if a data hiding program was 

once installed. 

 These programs can sometimes also look for artifacts left behind in the 

registry, even after the data hiding program has been removed. 



WetStone Technologies StegoHunt™ 

 

 StegoHuntSoftware provides investigators with: 

The ability to search for known Steganography / Data Hiding programs  

The ability to identify carrier files (images, audio, video, and documents) 

that contain hidden  information.  







 

Once the scan completes, StegoHunt provides detailed results either in 

printable reports or a results grid 



 

This function invokes a search for images, audio, video, and document 

files that may contain hidden information. 



Identifying and View Cached Images  

 

 An investigator can attempt to identify websites commonly 

known for providing data hiding software. 

 It is also important to determine if the suspect was a member of 

any online chat groups to determine posts that may be relevant 

to the investigation. 



STG Cache Audit 

 

 STG Cache Audit is an advanced cache, cookie, and history viewer that runs 

on Windows and that allows you to investigate web surfing habits of a suspect 

machine. 

 The “Site View” allows one to see which sites were visited how often. 





Evidence in Thumbnails 

When you open a folder like your My Pictures folder, you can view the files in 

a thumbnail format, like a bunch of small pictures. These small pictures or 

thumbnails are stored in a special file called a thumbnail cache database. 

These thumbnail databases can be read using special software and used as 

evidence in both civil and criminal cases. 

 

 Thumbnails are another type of cached information that can be analyzed on 

a suspect computer.  

 Thumbnails are found in Windows Operating Systems and are intended to 

allow a quick view of files residing in a folder.  



 

 To view the thumbnails database, one must first go into Folder 

Options, select View, and deselect “Hide protected operating 

system files”. 

 Windows Explorer will then display thumbs.dbin the current folder. 

 There are a number of freeware and commercial tools for viewing 

and analyzing thumbs.db files.  





Searching for Hidden Directories and Files 

 

There are a handful of other tools that do allow one to identify files hidden in 

Alternate Data Streams.  

Let’s take a look at LNS. 


